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Agenda

• Cybersecurity landscape

• Types of attacks and risks

• Data privacy landscape

• Regulations and frameworks

• Internet of Things

• The Cloud

• How to protect yourself and your 
firm



The landscape of cybersecurity





What cybersecurity risks do lawyers and law 
firms face?

• 69% of breaches are perpetuated by outsiders & 34% are internal 
actors*

• 39% of breaches are carried out by organized criminal groups*

• 23% of breaches involved actors identified as nation-state or state-
affiliated*

• 27% of breaches are caused by unpatched vulnerabilities**

• 51% of phishing attacks involve malware injections into a network, 
often by spoofed DocuSign and Adobe attachments or fraudulent 
billing and invoicing documents**

*Verizon DBIR 2019 Report       **Verizon DBIR 2018 Report



What cybersecurity risks do lawyers and law 
firms face?

• Half of all cybercrime losses ($1.77 billion) in 2019 occurred due to 
Business Email Compromise (BEC) (*FBI 2019 Internet Crime Report)

• 60% of small & medium businesses close their doors 6 months after 
experiencing a cyber attack (2017 Small Business Cybersecurity: Federal Resources and Coordination Report)

• Only 35% of law firms use more than one standard security measure 
like encryption, anti-malware, anti-phishing, and network security (ABA 2019 

Legal Technology Survey Report)



Data breaches and cyber threats involving or targeting lawyers and law firms 

are a major professional responsibility and liability threat facing the legal 

profession. As custodians of highly sensitive information, law firms are inviting 

targets for hackers. In one highly publicized incident, hackers infiltrated the 

computer networks at some of the country’s most well-known law firms, likely 

looking for confidential information to exploit through insider trading schemes. 

ABA Formal Opinion 483 (2018)



Types of Attacks

• Phishing

• Spear

• Whale

• Malware

• Spyware

• Social Engineering

• Spoofing

• Ransomware



Beyond the Attack

• Access Controls

• Privilege misuse 
and escalation

• Automated 
detection tools

• Human Error



Phishing Email Example*

*Image credit: Rick Georges (Future Lawyer Blog)



Phishing Email Example
Subject: Microsoft Outlook Upgrade 
Completed

We have successfully completed an 
important upgrade of Microsoft Outlook. The 
upgrade will provide unprecedented security 
and greater flexibility. 
As part of this upgrade your collaboration is 
required to avoid any disruption in email 
service. Please click the link below to login 
and confirm access to the upgraded service. 
Click here to login. 

Your prompt attention is appreciated. Failure 
to validate your information by November 
18th, 2019 may cause disruption in your 
email service. 

NOT A REAL LINK


Most common brands mentioned in phishing 
attacks

• Microsoft - 29%

• OneDrive - 7%

• Apple - 7%

• PayPal - 7%

• Amazon - 6%

• Microsoft Outlook - 4%

• Excel - 3%

• Adobe - 3%

• LinkedIn - 2%

• Free Score 360 - 2%

• American Express - 2%

• DHL - 2%

• Microsoft Office - 2%

• Netflix - 1%



Safety cheatsheet

• Ensure links match the company’s valid URL

• Legitimate companies won’t send 
unsolicited and suspicious emails

• Emails shouldn’t include spelling or 
grammatical errors

• Do not provide any sensitive information 
through email

• Do not provide personal information via 
unsolicited phone calls



The landscape of data privacy



Privacy 101
How many privacy regulations can you name?

• Children's Online Privacy Protection Act (COPPA)

• Health Insurance Portability and Accountability Act 

(HIPAA)

• Health Information Technology for Economic and Clinical 

Health Act (HITECH)

• Payment Card Industry Data Security Standards (PCI-

DSS)

• California Consumer Protection Act (CCPA)

• General Data Protection Regulation (GDPR)

• Brazilian General Data Protection Law (LGPD)

• Gramm-Leach-Bliley Act (GLBA)

• Family Educational Rights and Privacy 

Act (FERPA)

• Sarbanes-Oxley Act (SOA)

• USA PATRIOT Act

• Homeland Security Act

• Bank Secrecy Act (BSA)

• FTC Security Rule

• FACTA Red Flags Program

• State Executive Orders



Security AND Privacy: The Next Wave

• Cybersecurity may not be 
going away… but Data 
Privacy is emerging as a 
major new concern

• Defending individuals’ data; 
millions of records; 
penalties in the billions—
even without a breach

A New Wave: Privacy



Data Security vs. Data Privacy

PRIVACY

The rights and obligations of 

individuals and organizations with 

respect to the collection, use, 

disclosure and retention of personally 

identifiable information

SECURITY

Confidentiality

Information protected by an organization

Integrity

Maintaining the completeness, accuracy 

and consistency of information

Availability

Information is accessible when needed

DATA



Privacy – Why now?

“Information that identifies, relates to, 
describes, is capable of being 
associated with, or could reasonably 
be linked, directly or indirectly, with a 
particular consumer or household.”

CCPA Definition; Personal 
Information



What’s the risk?

Data 

Privacy 

Program

EU vs. 

Non-EU



Internet of Things



What is “Internet of Things?”

• What sets the IoT apart is that the objects are 
capable of operating together through existing 
Internet infrastructure.

• The inter-connectivity of the IoT allows objects to be 
sensed or controlled remotely across networks, 
creating opportunities for more direct integration of 
the physical world into computer-based systems.

• The inter-networking of a wide variety of objects embedded with electronics, 
software, sensors, actuators, and connectivity that enables these objects to 
generate, collect, and exchange data.



Areas of Impact

• Privacy concerns 

• Security concerns

• Investigation and criminal 
matters

• Personal injury and other 
types of civil litigation

Photo by Mateusz Dach from Pexels


The Cloud





Everyone may be talking about the cloud, but what is 
the cloud?

• “The practice of storing regularly used computer data on multiple 
servers that can be accessed through the Internet.” –Merriam-Webster

• “The group of networked elements providing services need not be 
individually addressed or managed by users; instead, the entire 
provider-managed suite of hardware and software can be thought of 
as an amorphous cloud.” – Wikipedia

• “Cloud computing, often referred to as simply “the cloud,” is the 
delivery of on-demand computing resources — everything from 
applications to data centers — over the internet on a pay-for-use 
basis.” – IBMSmartCloud



Everyone may be talking about the cloud, but what is 
the cloud?

• “Cloud computing is a model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and services) 
that can be rapidly provisioned and released with minimal 
management effort or service provider interaction. This cloud model is 
composed of five essential characteristics, three service models, and 
four deployment models.” – National Institute of Standards and 
Technology (NIST) 

• “Cloud computing is a kind of outsourcing of computer programs.”       
– Salesforce



Cloud and Security

All cloud providers 
utilize a shared 
responsibility model



Protecting yourself and your firm



Security and Privacy Steps – 5 Easy Steps

• Know what’s on your network

• Configure what’s on your network

• Patch what’s on your network

• Protect your administrative 
accounts

• Train your employees



Know what’s on your network

• Assets and Applications

• Hardware

• Software



Configure what’s on your network

• Apply 
consistent 
settings across 
your network

• Strong 
passwords & 
password 
managers

• Multi-factor 
authentication

• Secure mobile devices & home WiFi networks



Patch what’s on your network 

• Update software regularly

• Apply patches consistently

• It’s not just Microsoft!

• 6 out of the top 10 
vulnerabilities used in 
breaches and ransomware 
this year were not Microsoft 
patches.



Protect your admin accounts

• Do not use administrative 
accounts for everyday activities

• Removing administrative rights 
from employee desktops will 
have a significant impact in 
reducing security issues

• Use VPNs



Train your employees

• Policies and Procedures

• Incident Response Plans

• Recognize suspicious emails

• Safe browsing habits

• Of security breaches caused by an employee, how many were 
unintentional?

• …77% were unintentional.



Thank you!



YOU play the most important part in keeping TECHSHOW exciting.  

Please complete the Speaker evaluation before you leave.

See You Next Year! 
TECHSHOW 2021:  March 10-13, 2021


